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When it Comes to Healthcare

Big Datas.Big Deal

With the increasing digitization of healthcare the trend of

"Big Data"

continues to gather steam

That's predicted to grow,
by a factor of 50,
. to 25,000 petabytes

»2020
190,000

*Shortage of people needed
4 to fill available “big data”
§ l |” Jjobs (advanced analytics,

Percentage of the World's Data
Created in the Last 2 Years

. o deep analytic talent).
There is an estimated 1024 Kilobytes = 1 Megabyte

1024 Megabytes = 1 Gigabyte

1024 Gigabytes = 1 Terabyte
Petabytes 1024 Terabytes = 1 Petabyte

1024 Petabytes = 1 Exabyte

of data in the

healthcare realm A comprehensive study by the

McKinsey Global Institute found

g g E 5 E o o E that if Big Data was used

effectively ...

- v " "
g a g g g a g a E LIBRARY OF The US healthcare sector could make ‘

CONGRESS A .
$300 Billion in savings every year
15 out of 17 sectors in the United States have more data stored

*Thereby reducing expenditure by 8%
Per company than the US Library of Congress, including healthcare Y o %

WE WILL SOON HAVE MORE DATA THAN OUR IT SYSTEMS
CAN HANDLE
FRAUD & ABUSE
it e P —

4
|

4 *Global IT

% |
*400/ Spend Grows at
(0]

(o)
k| | 5 0 ® Where Data Originates & How Data Moves in

777777 Healthcare
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Where Data Originates & How Data Moves in

,,,,, | _ Healthcare

Health Data Creators J Public Health Agencies §§

Medical care providers, ancillary services 2 0% Registries (e.g. immunizations, cancer, etc.)

providers and payers of all stripes store, and other regulatory reporting reposito-
maintain and supposedly own practically Decrease in Patient Mortality ries are also storing pieces of information
all health data created by their various by Analyzing Streaming transmitted to them by health data cre-
business units and all copies of data cre- Patient Data ators as required by State laws and vary
ated by others and transmitted to them greatly in availability and capabilities.
during the course of business.

g

Health Information Organizations

Clearinghouses

A special case of the clearinghouse model,
these entities are mostly concerned with
facilitating communications among

The facilitators of information exchange,
mostly medical claims and payment data,
medications, and to a lesser extent labora-
tory data, are also accumulating copies of regional health care providers, and in

whatever information is flowing through some cases are also undertaking data
their systems in electronic format. A analysis services on behalf of their clients.

\
N

STRUCTURED VS. UNSTRUCTURED

‘ DATA .

Technology Vendors 800/ Consumers
o Aside from the emerging personal health

Those who supply electronic means to Of patient information is unstructured monitoring devices and applications, a
health data creators, and particularly the ie small minority of savvy consumers is also
vendors who offer their technology in a A physician’s dictation after meeting maintaining personal health records sepa-

remote service model, retain full access to with a patient rately from their medical services provid-
their customers data. ers, usually in remotely stored and web

accessible repositories.

2015-11-0Understanding How Big Data Flows in Healthcare Infographic, Created by Healthcare IT Connect
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. Support research: . Transform Data into . Support Self Care
Genomics and Beyond Information

Data-driven solutions | Improve data Several companies are
could lead to better communications 9"3':""9 Big DTfa
diagnostic tools and and quality, and PICTOWIDUSEIRS

help us help our-
treatment methods, enhanced, selves” Better health
improving outcomes efficient care will data insight at the
and cutting costs in follow. community level is
the process. achievable.

Pool Data to
> Build an Ecosystem
IBM's Watson, for example:

> Comprised of 21 supercomputer subsystems, Watson is digesting a
o s variety of longitudinal information concerning lung and breast
l «” cancer treatment that could shed new light on more effective
- medical practices.

B Support Providers W) Increase Awareness » it may not cure

3 cancer today, but its
New technologies St £
and their compa- promise lies in what
nies are taking on itcan uncover to
these tasks in the enhance treatment |

name of prevention methods tomorrow.
and the prioritiza-

tion of global,

public health issues.

Despite facing provider

resistance, there are
companies developing
new user-friendly sup-
port systems to allevi-
ate pressures by saving
time and money and
improving outcomes.

/ HealthcarelT
Connecti:

Conmectivity Acrass the Care Contiewum

Designed and Created by Healthcare IT Connect | Connectivity Across the Care Continuum | www.healthcareitconnect.com | info@healthcareitconnect.com

2015-11-0Mnderstanding How Big Data Flows in Healthcare Infographic, Created by Healthcare IT Connect -
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Data Sources

Data Aggregation

4

ospitals

EMR

N
X

Medical \

Groups

A-EMR

ReFionaI HIEs
Disease RHIOs
\Registries /
4 )
Other
Payer Data
Providers
\. J
[ A
Enrollment Clinical I |
Authorizations Registration I + I
Pharmacy Lab Results 1 * - !
Claims Radiclogy ! B !
Benchmarks Registries
Accounting

Mformation Users

s b

SR
ACO

Steering
Committee

)

Healthcare
Economists

~ /

)
PCPs,
Clinicians
—
T

Population
Health
Managers

)

Case
Managers

~
)

Project
Team,

Managers

—

ACO Performance

Utilization
Avoidable Care
Patient Satisfaction

Trend Analysis
Total Cost of Care
Farecasting

Virtual Health Records
Gapsin Care
Referral Guidance

Population Health Analysis
Disease Registries
Patient Stratification

Virtual Health Records

Gaps in Care
Admit/Discharge Notices

Population Health Analysis
Practice Pattern Variation
Physician Scorecards

Informatics or Analytics? Understanding Digital Health Use Cases by Ravi Kalakota
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Sensors Give Us Personal Feedback

! A
NeuroSky ~ @cellscope

©oz2am ” ﬁ NliveCor

(@Duofcrtilit‘y I |'({(U‘_‘,

TELCARE’

S aetrex

The Role of Big Data in Personalizing the Healthcare Experience: Mobile Sensors, games, and social networkin

g all create change in health and fitness by Bonnie Feldman
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mHealth

ﬂ # fitbit D
iHealth™ mapmyg)fitness wmﬂng’ ti RunKeeper
fitoug g

3 OMmRON f)

GARMIN

Calorie Counter
BGL by fatsecret

(3 BODYMEDIA

Intersystems, Validic Partner to Integrate Patient Generated Data into Healthshare
by Fred Pennic

2015-11-02
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er Economics 2014 The State of the Art of mHealt App Publishing).

mHealth app

LS —

mHealth apps
« 100,000 apps O|4t (Q1 2014).
9
« USD 2.4bn in 2013(69%+= A{H|A H|E)
« USD 26bn by the end of 2017(0{| &)
O| & At
« chronically ill patients (31%)
* health and fitness-interested people (28%).
+ physicians(14%)
O|EAtr(CI22E=p)
« 82%2| app publisherZ} 50,000 Ct2 2 &= 0|0t
* 5%Bt0| 500,000 Ct2EE Of4t.
9
« 68%= USD 10,000 O|2t £=9,
« 17%$+= USD 50,000 ~ USD 1m.
* 5%Bt0| USD 1m O] 4t



mHealth app

research2guidance 2: Fitness and Medical reference apps are the largest
mHealth app categories

mHealth app category share

Remote consultation &
monitoring; 0,6%

Others; 13,6%

Reminders and alerts; 1,1% —.  Fitness; 30,9%

Compliance; 1,6% ——

D|agnost|cs 1,4% - $

CME; 2,1% — .

yd

PHR; 2,6% —

Medical condition
management; 6,6%
e

/

Nutrition; 7,4% - - Medical reference;

16,6%

Wellness; 15,5%

Source: research2guidance, 808 apps form Apple App Store, Goolge Play, BlackBerry App World and Windows Phone Store (March 2014)

2015-11-02 10



mHealth app2| connect data

2015-11-02

research2guidance 14: App publishers connect to automate data input for their
users

No. of connected app publishers & sensor vendors by an app

MyFitnessPal

MapMyFitness

X
®

EveryMove

myFitnessCompanion

Fitbit

Maoves

Runkeeper

Tactio Health

dacadoo

Carepass

Endomondo

Lose It!

Digfit iCardio

o

10 20 30

Source: research2guidance and app & vendor data (March 2014)
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Sensor vendors

research2quidance 15: By connecting to as many apps as possible, sensor
vendors drive sales of their devices

Number of app connections per sensor vendor

Withings
wahoo I
Zephyr I

Cy
PesiAsn R
iHealth L

fitbug

T T T T T T 1
0 10 20 30 40 50 60 70 80 590 100

Source: research2guidance and app & vendor data (March 2014)
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mHealth, A0
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research2guidance 17: Up to 100m vital metrics

mHealth measures by Monthly Active Users

= dll A
E_

are collected regularly

MAU
(In m)
4 wﬁ‘ Health&fitness tracking

Steps, duration, speed, heart rate,
hydration, perspiration, mood,
calories & other nutritional values,
sleep

100

G) Patient monitoring

Blood pressure, temperature,
glucouse level, posture,
medicine adherence, mouth
hygiene, alcohol conumption,
sun exposure

B
% # Medical examination

Respiratory rate, lung air
volume, ECG, EEG, blood tests,
color tests, urine tests,
ultrasound imaging

Source: research2guidance
MAU: Monthly active users that track health parameters

* No.of

R{? metrics
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Connected Elite — inner circle

The inner circle of the new mHealth app eco-system

App users Smartphone users *' Patients w Payers y HCPs
Connected Elite
App Stores Connected Apps Connected Sensors Shops
€ 0 ® o = n wahoo  Zephyi €
QB0 >20H Withings »szsa = fitbit
Apps Enabling Layer Sensors
Q AP APl Managed @
k4 Aggregators Aggregators Services
"V vauic apigee
QuALcomm L
Health Health Universities,
Database Insurance Medical
* Food Database Institutions rese arch 2 g u ] d a n C€
* Medicine ¢ app mar
Source: research2guidance * Disease
AL™EEO| I{|0|AF 0| Bt Zd A (research2guidance, 2014)

2015-11-02

o=

A

14



ALl
Great Market Expectations

The sensor market in Consumer Healthcare is expected to
47 reach $47.40 Billion by 2020 growing at an estimated CAGR of
$ billion 5.56% from 2014-2020. (MarketsandMarkets)

Approx. 3 million patients worldwide were using remote
44 4 wireless devices to display health-monitoring results in
" T%

2013. It is estimated that the number will grow at a
compound annual growth rate (CAGR) of 44 4 percent to
19.1 million in 2018. (Berg Insights)

fitness devices will reach 169.5 million (90 mil fitness
devices + 80 mil health-focused devices). (ABI Research)

By 2017 the number of wearable wireless health and
1 69million

2015-11-02 The Power of Sensors in health & healthcare(D3 Consutling)
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T =
CASE Google X

(‘ l www.google.com
yogle
VUK Google X life sciences division

’ Nanoparticles as sensors

“We've done a lot, to be quite
humble about it. Enough to give us
great confidence that this is all likely
to work.” - Andrew Conrad, Google X,
talking about the nanoparticle project in
an interview with Steven Levy, Oct 28,
2014, Medium/BackChannel

2015-11-02 The Power of Sensors in health & healthcare(D3 Consutling) 16
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Single API — 0| A
CASE Human API and Validic

www.humanapi.co www.validic.com y
Human API VVALIDIC
API aggregators

’ Letting apps connect to multiple devices with a single API

The Power of Sensors in health & healthcare(D3 Consutling)

|
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Capturing and analysing data from multiple sensors improves
predictive power and enables the measurement of more
complex parameters.

“If you take an individual sensor |

don't see a lot of change there. What
(s changing (s the ability to integrate
the perspective from multiple sensors

and come to new conclusions because
of that integration, that's what
changing.”

—John Oliver, Senior System Architect,
Intel (quoted from Curiosity.com video)

MV V-8 NOWS! CUnOSITy 10PICS §-Over-Now -8 -5ens of

The Power of Sensors in health & healthcare(D3 Consutling) 18
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But sensors underpin the
promise of digital health

Sensors make possible

automated, large-scale
monitoring & measurement
of health-related
parameters

2015-11-02 The Power of Sensors in health & healthcare(D3 Consutling)
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3. Business Outline

Basal Lifestyle Prescri
Do - “&‘2:' Coaching Tams:erm Sieep Analysis Di::;yses Memca:gz:
(Tracking exorcss) (Pomoncontror ) ( Advice for ) (" tatructions ) ("Tracking 88 for ) (& ) ( PAamagement o™ (™ Reminders
tnam'm se) based on diet (hodsy s (baodonbody G ma'n"m wm hypertension via .::idmg&ug
— ¥4 : ol [ Y ﬁ
\ R T ) - \ ) k B ooz ) \ ‘

NTT

ocomo

2015-11-02

d

monitor

monitor

monitor

Sleep Blood-pressure Pharmacy

O ®EOO® OO

Smantphone Body composition Activity Thermometer
monitor

Hospital

20



Are You Ready

for Sensors in Healthcare?

A Sample of Current Sensors

=
ﬂ + 2
thare @
Heal C
L Bluetooth wifi
Availability

- @ Q @ &

Fitness/ Qo Condition/ _ Early  Contiuous  Adherence  Rehab
Wellness  Disease t_ Detection

eroc

Scanadu Scout - Scanadu
A handheld sensor that when placed
against the forehead for 10 seconds
allows you to analyze, track and trend
your vitals, including temperature,

blood oxygenation, heart rate, respira
tory rate and blood pressure data to a
smartphone with a 9% accuracy rate

Ofieq

!

Asthmapolis - Asthmapolis

Sensor that attaches to the top of an

produced by the brain to detect
user thoughts, feelings, and
expressions.

O+

existing asthma inhaler to keep track of
medication dosage, time and place.

By+00@

D

Zio Patch
- iRythm Technologies

A small, band-aid-like partially
passive sensor that records every
heartbeat. Used In diagnosis of
cardiac arrhythmias for up to 14
days of continuous wear.

Dy

Wireless Blood Pressure
Wrist Monitor - iHealth Labs
A wireless blood-pressure wrist
monitor, weight scale, and pulse
oximeter that transfer data to the
iHealth MyVitals app.

LURAVY RS

=

EASYWAKEme - Dreamtrap

A sleep monitor with vibrating alarm
that*“reads” body characteristics, tracks
sleep duration and efficiency to accu-
rately determinate the optimal wake-
up moment.

O+AQ@ «

n
- Emotiv e),
The Emotiv EPOC uses sensors to nu-
tune into electrical signals stem

tem
is
»d
iched
First Warning The
- First Warning Systems
A breast health system to ent's
detect tumors earlier and cut  pcord
the rate of false positives and  the
negatives by measuring cell
temperature changes created
over time. '
0+4Q
SwipeSense - SwipeSense
A personal, portable hand-
sanitizer dispenser that healthcare
professionals wear which transmits
usage data wirelessly so that
administrators can track compl fetect
lance 9
goo®e g
e
n
nre-

——JEX

Infographic: Are You Ready for Sensors in Healthcare?
2015-17 =52 ”’
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IoT, IoE, lloE
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A, e S
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. PSR QI+ QU QIEAMM)  * ADIE B2 (GSenso)  + ADHE BZH (Sensor
& A®HOJOE)
>
2000 4 201044 20201 203044
A 18 3. U ES3T Tistof mhE CjHto|A Sl 7| 2=l A <Xt= : 5t@l, 2013.8, PHEX|s QIEY Tf2{Ctyat OjeiE= MAME, =273 T+

>

EIAE AOEZE ACHO| 2= B4 MU A =R, M=01 (JiUbiunet 2 &, shims0519@gmail.com)

=X =

2015-11-02 24



A0HE

2015-11-02

BAH O - 2= SEfA XHEH?

MZ2 2|z YeiA 75 7ts ALt

ERREEETIDEEIPS

- H=AL +§é1 + ﬂi&ﬁ’l& New Smart Healthcare

I~
I
I
1

>
Ei%
b
o
th
r>

=) Avbott G2

X SCientific -
ebmen el M W aetna
Cigna.

\u\\D[RBllTV VERSITY

i @ sn-ﬁnna Whatgeeans. CVS

N s S/

Az AT kt FRPFARL

L SIEMENS

: I
i I
: I
i |

! EE/ iy AIA S4 el=at :
! of amx B PA 3 HZ A L)
: Jl‘ﬂ J’ H ,\‘geru Telefonica : "
: wNOKIA \/ @ s LALCOMM : 1
| = PSLAR pud EAR-A4 csco. @ +
! 2 BlackBerry. ISTEN T0 YOUR 800Y y = RAMENE . B
il Goodl @1 \’_fﬂ A8l gscomo aille s by
: ogle rmyr s I ) o> 2y % i I
I e ||| RSN by ps 1 S AVAYA o
: Microsoft Honeywell 4) I sT@ T - Mobile- y i
A L A C TN Y

i ~ l B

--------------- T——-:—-----———-----—- . AR T = e - _:—

________ 3 . 2| |

/f——{AEQNMN*}———\\ ol el 7l :

1

oz EHI *MA SEA ' =¢ H|2F S| AHEOf % E

U NOVARTIS I

() b @ UnitedHealthcare i

i

i

i

1

]

]
1
1
[
[
[
I
: AxisTI: Boston
1
1
1
1
\
\

\( _omron J \_ J

e s

é
=)
>
0>1
t,—_l
N
ot
T

25



AOrE ZAA|0] AlS2] A HE

A0}

2015-11-02

=

Lock—In 21217} =2 AH|0f L, AIE ME0| 52
ol MHIAS JHolo] KE U ZA 7I20] 92 J[TolN H2lEm, oz Ji=n BAf AL
sxoz #2510 XIAXO MHIAS XIZSH= SMA MHIA O[ZXI0 3t Lock-In &2

o Mlolct, 02f3t SHS ADlE HAAOME HRE o= MOIEC maty YN oI
2l SAMQL HISAIARY HIRLIA FEtmh U AMolMel Mok 10| mE sE ot S

23t AES MEE o U= HIZLA HEE M= A0 FALCE Q3.

Il

{7

- ——

H  Op

=

S
—

=1
=

l-_l

OF%] UOIME olZot ICTE| SEMHIAC 01 B - HIZEQI Hojo| ZAHstn I0f SiKf AntE
HAAO] AR AP FIEH MHIA FHORZ 0I0{XT QXY FE7IKQI ATE HAHO| Mol

sl A
Hr=at dekdol theiMs SHh7t StH=ln Aot Lock-In 27t 22 ADIE A0 A

S22 JHatf S AHIXIE BEAZ 4 s AMH|A ZH[7F ZQoE HFEO|C

Ol=2], AOIE PAHOIE St oy Sl g2 MulA &oiet 2 Huos S35z =
U B o=H| X|E BZo| ZA 7|0 Aoz HMYED AU T M7l F2 =7150] ATHRO]
H=oHMo LMD A= S SUOME OfsHAXES0] Win-Win & 4 U= M= 7H0f chst
=2 R SHZnH0|c,

YA O ATl MR 7|8, ZASASY, kt BRZYARL

26



51T O| Ef AQo| X|24(2014)
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* The data are inherently/clearly medical data
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 The data are raw sensor data that can be used in itself or in combination with
other data to draw a conclusion about the actual health status or health risk of

a person
- SE87 BEEN U Yuoz, By SH, o
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» Conclusions are drawn about a person's health status or health risk
(irrespective of whether these conclusions are accurate or inaccurate, legitimate
or illegitimate, or otherwise adequate or inadequate)
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— 'data concerning health' means data related to
the physical or mental health of an individual,

which reveal information about his or her
health status;

— 'biometric data' means any personal data
resulting from specific technical processing
relating to the physical, physiological or
behavioural characteristics of an individual
which allows or confirms the unique
identification of that individual, such as facial
Images, or dactyloscopic data;




Health app, IoT

IoT, mobile App
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» Wearable computing
* Quantified Self
« Home automation
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« Q™3 7|=(EU WP29, Opinion 05/2014 on Anonymisation
Techniques, 2014. 4. 10.)
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Is Singling out  Is Linkability  Is Inference still a

still a risk? still a risk? risk?
Pseudonymisation Yes Yes Yes
Noise addition Yes May not May not
Substitution Yes Yes May not
Aggregation or K-anonymity No Yes Yes
L-diversity No Yes May not
Differential privacy May not May not May not
Hashing/Tokenization Yes Yes May not
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